(o)

— X Guard

Smart contracts

security assessment

Final report

Tariff: Simple

Toro

November 2021

AAN
48>
A7 4

Oxguard.com M hello@Oxguard.com


https://0xguard.com/#tariffs

Security assessment

U Contents
1. Introduction 3
2. Contracts checked 3
3. Procedure 3
4., Known vulnerabilities checked 4

@x Guard | November 2021 2



\ Toro
N

U Introduction

The report has been prepared for the Toronet team. The code was audited after commit d8cddO.

Name Toro

Audit date 2021-11-09 - 2021-11-09
Language Solidity

Platform Toronet Chain

U Contracts checked

Name Address
EthBridge https://github.com/Toronet/SmartContracts/blob/

d8cdd0ded7419cb4424d15e0b10bade55¢ch761f6/
eth bridge/eth bridge.sol

U Procedure

We perform our audit according to the following procedure:
Automated analysis

= Scanning the project's smart contracts with several publicly available automated Solidity
analysis tools

« Manual verification (reject or confirm) all the issues found by the tools

Manual audit

« Manually analyse smart contracts for security

* vulnerabilities Smart contracts' logic check

()
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https://github.com/Toronet/SmartContracts/commit/d8cdd0ded7419cb4424d15e0b10bade55cb761f6
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U Known vulnerabilities checked

Security assessment

Title Check result
Unencrypted Private Data On-Chain passed
Code With No Effects passed
Message call with hardcoded gas amount passed
Typographical Error passed
DoS With Block Gas Limit passed
Presence of unused variables passed
Incorrect Inheritance Order passed
Requirement Violation passed
Weak Sources of Randomness from Chain passed
Attributes

Shadowing State Variables passed
Incorrect Constructor Name passed
Block values as a proxy for time passed
Authorization through tx.origin passed
DoS with Failed Call passed
Delegatecall to Untrusted Callee passed
Use of Deprecated Solidity Functions passed
Assert Violation passed
State Variable Default Visibility passed
Reentrancy passed
Unprotected SELFDESTRUCT Instruction passed
Unprotected Ether Withdrawal passed
Unchecked Call Return Value passed
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Floating Pragma
Outdated Compiler Version
Integer Overflow and Underflow

Function Default Visibility

Toro

passed
passed
passed

passed

Security assessment



